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1
Decision/action requested

This contribution proposes a new key issue of TR 33.808.
2
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3
Rationale

Many standards have been supported KDF negotiation procedure. For example, for EAP-AKA’ [1], two peers could use AT_KDF to negotiate KDF. For TLS 1.3 [2], two peers could use cipher suite to negotiate hash algorithm used for KDF. Thus, this contribution proposes a new key issue on support of KDF negotiation procedure for both UE and the network.
4
Detailed proposal

***********************Start of the 1st change************************
4.X 

Support of KDF negotiation Procedure
It is extremely difficult and to some extent impossible to update an algorithm which most of the time involve a hardware update and network element replacement which can be very costly and time consuming in most cases. However, 5GS has a long lifetime expectation and new cryptography algorithm may be needed during its lifetime. Old algorithm may be obsoleted.

IETF has already considered KDF negotiation when designing new security standard, e.g. for EAP-AKA’, two peers could use AT_KDF to negotiate KDF, and for TLS 1.3, two peers could use cipher suite to negotiate hash algorithm used with KDF. 

The table 4.X-1 shows network functions, algorithms, and procedures related to KDF negotiation.

Table 4.X-1

Possible network function, algorithm and procedure for KDF negotiation
	Network functions
	Related KDF
	Related Procedure

	ME and ARPF
	HMAC-256
	Authentication Procedure

	ME and AUSF
	HMAC-256
	Authentication Procedure

	ME and SEAF
	HMAC-256
	Authentication Procedure

	ME and AMF
	HMAC-256
	Initial NAS secuirty context setup

Registration with AMF change

N2 Handover with AMF change

	ME and NG-RAN
	HMAC-256
	Initial AS security context setup
Xn/N2 Handover

Resume/RNA Update procedure

Dual Connectivity


***********************End of the 1st change************************
